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Agency Authorized Agent – EnterpriseOne (E1/NIS/PFC) User Access
Please contact NIS Security at nis.security@nebraska.gov  or 402.471.1459 with any E1 Security questions
Please contact the LINK Helpdesk at as.linkhelp@nebraska.gov with any Workday questions
New User
Below is the process for a New User:
1. Workday Hiring event and account creation
A Workday account should be created, including an update to their e-mail address and user name fields.

2. Transfer of user information from Workday to E1
On the employee’s start date, the user’s information is transferred from Workday to E1 through an interface referred to as a PICOF. This transfer is completed twice a day, in the morning and afternoon.

3. New E1 ID Creation & Notification
A WDNEWID request is initiated by the PICOF interface, and processed by NIS Security.

The User ID and password is emailed from nis.security@nebraska.gov to the Agency Authorized Agent(s) once it is processed. If you do not receive an anticipated E1 User ID and password by the employee’s start date, please contact NIS Security.  Please do not submit role requests until the User ID has been received.

4. Role Updates
Once the new user information is received by the agency, the Authorized Agent(s) may begin requesting roles for the new user. 

If the end user is a contingent worker (non-employee, intern, contractor, etc.), an Authorized Agent request will need to be submitted as an ADD for NEWID (New User ID) for the worker.  Non-employee workers should NOT have an SS (Self-Service) Role, and this Role should be removed when updating the Roles.

Maintaining User Roles & Access
User Access should be reviewed by agencies on a routine basis to verify the Roles assigned are appropriate for the agency’s end users.

If an end user needs any roles added or removed, an Authorized Agent should submit a request for the changes using the E1 Authorized Agent Request application. The comment field should be completed to include the duties of the employee that will require the requested roles. Insufficient comments may delay processing and approvals from Business Process Owners.

Role changes may affect access to Payroll Execution Control, Purchasing Approval Routes, Batch Management, etc.  Additional setup may be required.

For full instructions on making these changes, please review the Authorized Agent Training Guide at https://das.nebraska.gov/accounting/e1-training-guides.html 
Role and Business Unit descriptions are available at:
https://das.nebraska.gov/accounting/pay-fin/role-discriptions.html 
Requests for Purchasing Approval Routes and required Procurement Training should be sent to:
as.materielpurchasing@nebraska.gov 

Employee Transfer to another Agency
Outbound Agency: 
When an employee transfers to another Agency, the employee will continue to use the same User ID. During offboarding, the outbound agency’s Authorized Agent should submit a request to remove all roles except for the Self Service (SS) role.

The outbound agency’s Authorized Agent should also terminate any existing Batch Management relationships or Execution Control setup. Requests for removing/changing Approval Routes should be sent to the State Purchasing Bureau at: as.materielpurchasing@nebraska.gov.

Inbound Agency: 
Once the transferred user’s information is received by the inbound agency, their Authorized Agent(s) may begin requesting roles for the transferred user. The Authorized Agent(s) should also set up any Batch Management Relationships or Execution Control the user needs for their new position at their new agency. Requests for Approval Routes should be sent to the State Purchasing Bureau at: as.materielpurchasing@nebraska.gov.
Offboarding
Disable User ID
Agencies should have procedures in place to disable the User ID of the terminated employee right away for immediate/involuntary terminations, and at the end of day on the last working day of the employee.  The User ID can be disabled by attempting to log into E1 with the User ID to be terminated, and leaving the password blank, then clicking SIGN IN four (4) times consecutively.  This will trigger and display the “Sign in Error: User Sign-in has been disabled. Please contact the System Administrator.”  At this point, the User ID effectively becomes disabled and will require a reset.  If you require assistance with immediately disabling a User ID and assigned roles, please reach out to NIS Security directly at 402.471.1459.
Termination
If the Termination Date is entered in Workday on or before the current date, the Workday interface will send the User ID to E1 for termination in a timely manner.  If the Termination Date is NOT entered in Workday on or before the termination date, the Authorized Agent should submit an Authorized Agent Request to TERM the User ID in E1. On the TERM request, in the COMMENT section, please state the termination date, to confirm when to delete the E1 User ID access of the Terminating employee.  Immediate terminations should be disabled right away.  If you have any questions regarding immediate terminations, please reach out to NIS Security directly at 402.471.1459.

Offboarding checklists are available on the following page
Offboarding Checklists:


I. Personal ID – Termination: 
Employee leaving State employment – will not be transferring to another agency
	
	
	Update termination activities in Workday

	
	
	Terminate User ID(s) in JDEdwards EnterpriseOne (E1/NIS/PFC)

	
	
	Make note of any Position IDs assigned to employee

	
	
	Terminate Batch Management Relationships

	
	
	Terminate Approval Routes 
(or create temporary approval routes if there are still open purchasing documents originated by the transferring user)



II. Personal ID – Transfer: 
Employee not leaving State employment – will be transferring to another agency and/or position
	
	
	Update transfer activities in Workday

	
	
	Submit removal requests for Workday roles

	
	
	Remove all user roles except SS10 in JDEdwards EnterpriseOne (E1/NIS/PFC)

	
	
	Make note of any Position IDs assigned to employee

	
	
	Terminate Batch Management Relationships

	
	
	Terminate Execution Control

	
	
	Terminate Approval Routes 
(or create temporary approval routes if there are still open purchasing documents originated by the transferring user)

	
	
	Submit removal requests for Workday User-based Security Groups




III. Position ID – Termination: 
Employee leaving State employment – will not be transferring to another agency
	
	
	Remove all user roles in JDEdwards EnterpriseOne (E1/NIS/PFC)

	
	
	Submit removal requests for Workday roles

	
	
	Submit request to NIS.Security@nebraska.gov to assign Position ID as “VACANT”

	
	
	Terminate Batch Management Relationships
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